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The e-safety policy has been written and updated according to the
latest updated guidance from the DFE document ‘Keeping
Children Safe in Education’ September 2023

Marina Aziz

ReviewedJan 26



Managing the Internet Safely

Technical and Infrastructure approaches
Roe Green Infant school:

e Has the educational filtered secure broadband connectivity through the LGfLand so
connects

to the ‘private’ National Education Network;

e Uses the LGfL filtering system which blocks sites that fall into categories such as
pornography, race hatred, gaming, sites of anillegal nature, etc. All changes to the filtering

policyislogged and only available to staff with the approved ‘web filtering management’
status;

e Ensuresnetwork healthy through use of Sophos anti-virus software (from LGfL) etcand
network set-up so staff and pupils cannot download executable files;

e Usesindividual, audited log-ins for all staff users;
e Uses DfE, LA or LGfL approved systems such as S2S, USO FX, secured email to send

personal dataoverthe Internetand uses encrypted devices or secure remote access were
staff need to access personal level data off-site;

e Onlyunblocksotherexternalsocial networking sites forspecificpurposes/ Internet Literacy
lessons;

e Onlyusesapprovedorchecked webcamsites;

e Has blocked pupil access to musicdownload or shoppingsites —except those approved for
educational purposes at a regional or national level, such as Audio Network;

e Provides highly restricted (Safe mail) / simulated environments for e -mail with Key Stage 1
pupils; Uses Londonmail with students as this has email content control and the
address does notidentify the student or school;

e Providesstaff with an email account fortheir professional use, London Staffmail/ LA email

and makes clear personal email should be through aseparate account;

e Uses teacher‘remote’ management control tools for controlling workstations / viewing

users /setting-up applications and Internet web sites, in the ICT suite;

e Has additional local network auditing software installed;

e Works in partnership with the LGfLto ensure any concerns about the system are

communicated sothat systems remain robustand protect students;
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e Ensuresthe Systems Administrator/network manageris up-to-date with LGfLservicesand
Ensuresthe Systems Administrator / network manageris up-to-date with LGfLservicesand

policies/requiresthe Technical Support Providerto be up-to-date with LGfLservices and
policies.

Legal framework

e Thispolicy hasbeendrawn up on the basis of legislation, policy and guidance that seeks to
protect childrenin England. Summaries of the key legislation and guidance are available on:
https://www.gov.uk/government/publications/online-safety-bill-supporting-
documents/online-safety-bill-factsheet

e onlineabuse
e bullying
e child protection.

We believe that....
childrenand young people should never experience abuse of any kind
childrenshould be able to use the internetforeducation and personal

development, but safeguards need to be in place to ensure they are kept safe

o At Roe GreenInfantschool, we are vigilantin its supervision of pupils’ use of internet at all
times, asfar as is reasonable, and use common-sense strategies in learning resource areas
where older pupils have more flexible access;

e Ensuresall staff have sighed an acceptable use agreement form and understands that they

e mustreport any concerns;

e Ensurespupils only publish withinthe appropriately secure school’s learning environment,
such as the London MLE.

e https://www.gov.uk/government/publications/online-safety-bill-supporting-
documents/online-safety-bill-factsheet Requires staff to preview websites before use
[where not previously viewed or cached] and encourages use of the school’s Learning
Platformas a key way to direct studentsto age

e subjectappropriate websites; Plansthe curriculum context for Internet use to match pupils’
ability, using child-friendly search engines where more open Internet searchingis required;
eg

e yahooforkidsor ask forkids. Our organisationis held securely and shared only as
appropriate.

e [svigilantwhen conducting ‘raw’ image search with pupils e.g. Google or Lycos image
search;

e Informsusersthatinternetuseis monitored;

e Informsstaff and studentsthatthat they mustreport any failure of the filtering systems
directly tothe teacher. Our system administrator(s) logs or escalates as appropriate to the
Technical service provider or LGfL (Atomwide) as necessary;

e Requiresall stafftosignan e-safety /acceptable use agreement form and keeps a copy on
file;

e Ensuresparents provide consentforpupilsto use the Internet, aswell as other ICT
technologies, as part of the e-safety acceptable use agreement form at time of their child’s
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entry to the school;

e Makes clearall users know and understand what the ‘rules of appropriate use’ are and what
sanctions result from misuse —through staff meetings and teaching programme;

e Keepsarecord of any bullying orinappropriate behaviourforaslongas is reasonablein-line
with the school behaviour management system;

e Ensuresthe named child protection officer in thisinstance itis Marina Aziz (DSL), has
appropriate training;

e Providesadvice andinformation on reporting offensive materials, abuse/ bullying etc
available for pupils, staff and parents

e Provides E-safety advice for pupils, staff and parents;

o Immediatelyrefersany material we suspectisillegal tothe appropriate authorities—Police
— and the LA.

We will seek to keep children and young people
safe by:

¢ Referall online referrals to Marina Aziz (online safety coordinator)

¢ providingclearand specificdirections to staff and volunteers on how to behave
online through ourbehaviour code for adults

¢ supportingand encouraging the young people using our service to use the
internet, social mediaand mobile phonesin away that keeps them safe and
shows respect forothers

¢ supportingand encouraging parentsand carers to do what they can to keep
theirchildrensafe online

¢ developing an online safety agreement for use with young peopleand their
parents or carers

¢ developing clearand robust proceduresto enable ustorespond appropriately to
any incidents of inappropriate online behaviour, whether by an adult or a child
oryoungperson

¢ reviewing and updatingthe security of ourinformation systems regularly

¢ ensuringthat usernames, logins, email accounts and passwords are used
effectively

¢ ensuring personal information about the adults and children who are involved in ensuring
that images of children, young people and families are used only after
theirwritten permission has been obtained, and only forthe purpose forwhich
consenthasbeengiven.

¢ providing supervision, support and training for staff and volunteers about online
Safety.

e examiningand risk assessingany social media platforms and new technologies
before they are used within the organisation.

If online abuse occurs, we will respondtoitby:

¢ having clearandrobust safeguarding proceduresin place for responding to
abuse (includingonlineabuse)
¢ providing supportand training forall staff and volunteers on dealing with all

Reviewed January 2026 by Mrs Aziz—No changes made.



forms of abuse, including bullying or cyberbullying, emotional abuse, sexting,
sexual abuse and sexual exploitation

¢ making sure ourresponse takes the needs of the person experiencing abuse,
any bystanders and ourorganisation asa whole intoaccount

¢ reviewingthe plan developed toaddress online abuse atregularintervals, in
orderto ensure thatany problems have beenresolvedinthe longterm.
Related policies and procedures

This policy statement should be read alongside our organisational policies and
procedures, including:

e child protection

¢ procedures forrespondingto concerns abouta child or young person’s
wellbeing

¢ dealing with allegations of abuse made againstachild or young person

¢ managing allegations against staff and volunteers

¢ code of conduct for staff and volunteers

¢ anti-bullying policy and procedures

¢ photography and image sharing guidance.

Related policies and procedures

This policy statement should be read alongside our organisational policies and

procedures, including:

e child protection

¢ proceduresforrespondingto concernsabouta child or young person’s
wellbeing

¢ dealing with allegations of abuse made againstachild or young person

* managingallegations against staff and volunteers

¢ code of conduct for staff and volunteers

¢ anti-bullying policy and procedures

¢ photography andimage sharing guidance

Education and training:
Thisschool:

e Fostersa ‘NoBlame’ environmentthatencourages pupilsto tell ateacher/responsible
adultimmediately if they encounter any material that makes them feel uncomfortable;

e Teaches pupilsandinforms staff whatto do if they find inappropriate web materiali.e. to
switch off monitorandreportthe URL to the teacheror System Manager.

e Ensures pupils and staff know whatto do if there isa cyber-bullyingincident;

e Ensuresall pupils know how to reportany abuse;

e Has a clear, progressive e-safety education programmethroughoutall Key Stages, built on
LA / London/ national guidance.

e Pupilsare taughta range of skillsand behaviours appropriate totheirage and experience,
such as: 0 to STOP and THINK before they CLICK

e todiscriminate between fact, fiction and opinion; o to develop arange of strategies to
validate and verify information before acceptingits accuracy;
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e toskimand scan information; o to be aware that the author of a web site / page may have a
particularbias or purpose and to develop skills to recognise what that may be;

e to know how to narrow down or refine asearch;

e [forolderpupils] tounderstand how search engines work and to understand that this
affects the results they see at the top of the listings;

e tounderstand ‘Netiquette’ behaviour when usingan online environment /email, i.e. be
polite, nobad or abusive language or otherinappropriate behaviour; keeping personal
information private;

e tounderstand how photographs can be manipulated and how web content can attract the
wrong sort of attention;

e tounderstand whyon-line ‘friends’ may not be who they say they are and to understand
why they should be careful in online environments;

e tounderstand whytheyshould not postor share detailed accounts of their personal lives,
contact information, daily routines, location, photographs and videos and to know how to
ensure they have turned-on privacy settings;

e tounderstand whythey must not post pictures or videos of others without their permission;
o to know not to download any files —such as musicfiles - without permission; o

e to havestrategiesfordealingwithreceipt of inappropriate materials; o [forolder pupils] to
understand why and how some people will ‘groom’ young people forsexual reasons; or
Extremism

e Ensuresthat when copying materials from the web, staff and pupils understand issues
around plagiarism; how to check copyright and also know that they must observe and
respect copyright/intellectual property rights;

e Ensuresthat staff and pupils understand the issues around aspects of the commercial use of
the Internet, as age appropriate. This may include, risks in pop-ups; buying on-line; on-line
gaming/ gambling;

e Ensuresstaff know how to send or receive sensitive and personal dataand understand the
e requirementtoencryptdatawhere the sensitivity requires data protection;

e Makes training availableannually to staff on the e-safety education program;

e Runsa rolling programme of advice, guidanceand training for parents, including:

e |nformation leaflets; in school newsletters; on the school web site;

e demonstrations, practical sessions held at school;

e distribution of ‘think u know’ for parents materials

e suggestionsforsafe Internetuse athome;

e provision of information about national supportsites for parents.

Roles Responsibilities
e To take overall responsibility for Online Safety
Headteacher provision

o To take overall responsibility for dataand data
security(SIRO)

e Toensuretheschool usesanapproved, filtered
Internet Service, which complies with current
statutoryrequirements e.g. LGfL
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To be responsible forensuring that staff receive
suitable trainingto carry out their Online safety
rolesandto train othercolleagues, asrelevant
To be aware of proceduresto be followedin the
eventof a serious e-safety incident.

To receive regular monitoring reportsfromthe
Online Safety Co-ordinator / Officer

To ensure thatthere isa systemin place to monitor
and

supportstaff who carry outinternal Online safety
procedures( e.g. network manager)

Online Safety Co-ordinator
/ Designated Child
Protection Lead

takes day to day responsibility for Online safety
issuesand hasa leadingrole in establishingand
reviewing the school Online safety policies/
document.
take lead responsibility for understanding the
filteringand monitoring systems and processesin
place.
Include inschool child protection policies
information on appropriate filtering and monitoring
on school devicesand school networks
promotesanawarenessand commitmentto Online
safeguarding throughout the school community
ensures that Online safety educationis embedded
across the curriculum
liaises with school Computing technical staff
To communicate regularly with SLTand the
designated Online Safety Governor / committee to
discuss currentissues, review incidentlogsand
filtering / change control logs
To ensure that all staff are aware of the procedures
that needto be followedinthe eventofan Online
Safetyincident
To ensure thatan Online safetyincidentlogis kept
up to date
facilitates trainingand advice forall staff
liaises with the Local Authority and relevant
agencies
Is regularly updatedin e-safetyissues and
legislation, and be aware of the potential for serious
child protectionissuesto arise from:

e sharingof personal data

e access toillegal /inappropriate materials

e inappropriate on-line contact with adults /

strangers
e potential oractual incidents of grooming

¢ Online bullying and use of social media

Communicate with parents and carers through letters /
Newsletters to reinforce the importance of children being
safeonline.
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share information with parents/carers about:
o whatsystemstheyhaveinplaceto filter
and monitoronline use
¢ whatthey are asking childrentodoonline,
including the sites they will asked to
access
e who fromthe school (if anyone) theirchildis
goingto beinteractingwith online.

Governors / Online safety
governor

e Toensurethatthe school followsall current Online
safety advice to keep the children and staff safe

e To approve the Online Safety Policy and reviewthe
effectiveness of the policy. This will be carried out
by the Governors/ Governors Sub Committee
receivingregularinformation about onlinesafety
incidents and monitoring reports. Amemberof the
Governing Body has taken on the role of Online
Safety Governor

e To supportthe schoolin encouraging parentsand
the wider community to become engagedine-
safety activities

o Therole of the Online Safety Governor will include:

e e regularreview withthe Online Safety Co-
ordinator/ Officer (including Onlinesafety incident
logs, filtering / change control logs)

Governing bodies should regularly

review the effectiveness of school filters and monitoring
systems.

Theyshould ensure

that the leadership teamandrelevant staff are:

¢ aware of and understand the systemsin place

* manage them effectively

* know how to escalate concerns when identified.

Computing Curriculum
Leader

e Tooverseethe delivery of the online safety element
of the Computing curriculum

e To liaise withthe onlinesafety coordinator regularly

Network Manager/techn
ician

e Toreportany online safetyrelatedissues thatarise,
to the Online safety coordinator.

e To ensurethatusersmay onlyaccessthe school’s
networks through anauthorised and properly
enforced password protection policy, in which
passwords are regularly changed
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e To ensurethat provision exists for misuse detection
and malicious attack e.g. keepingvirus protection
up to date)

e To ensure the security of the school IT system

e To ensure thataccess controls/ encryption exist to
protect personal and sensitiveinformation held on
school-owned devices

e theschool’s policy onwebfilteringis applied and
updatedona regularbasis

e LGfLisinformedofissuesrelatingtothe filtering
applied by the Grid.

e thathe/she keepsupto date with the school’s
Online safety

e policyandtechnical informationinorderto
effectively carry out theironline safety role and to
inform and update others as relevant

e thattheuse of the network/ Virtual Learning
Environment

e (LEARNINGPLATFORM)/ remote access/ emailis
regularly monitored in orderthatany misuse /
attempted misuse can be reportedtothe Online
Safety Co-ordinator/ Officer /Headteacherfor
investigation / action / sanction

e To ensure appropriate backup procedures exist so
that critical information and systems can be
recoveredinthe eventofadisaster.

e To keep up-to-date documentation of the school’s
online security and technical procedures

Password policy

This school makesitclear that staff and pupils must always keep their password
private, must not share it with others and must notleave itwhere others can findit;
All staff have theirown unique username and private passwords to access school
systems.

Staff are responsible forkeepingtheir password private.

We require staff to use STRONG passwords for access in to our MIS systems

We require staff to change their passwords into the MIS, LGfL USO admin site
every 90 days /twice a year.
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................................. Designation..........................Date....................... Signed
Reviewed: 14/11/22 Action:
Reviewed; 08/11/2023 Action:
Reviewed; 06/01/2026 Action: No Changes
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